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• Once your account has been boarded, you will receive log in details to your PCI 
Account via email. 

• Your username is your Merchant ID number. 

• Please use the link within the email to select a password of your own choosing, 
ensuring to follow the on-screen instructions. 

• Upon your first initial log in, you will need to review your contact information to 
ensure this is accurate. 
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• The first screen you will see 
relates to the profile section. 

• The profile is in place to paint a 
picture of your business 
environment and to understand 
how you are accepting card 
payments.

• As you are accepting payment 
using the Paysafe API - please 
answer the questions as they are 
listed within this guide.
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• The PCI standard has now changed from v3.2.1 to v.4.0. The PCI Portal has been upgraded to 
ensure you are validating against the latest compliance standards. 

• Please read the above messaging and select ‘I understand’ to proceed. 
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• Please select one of the three options above in order to complete your compliance. 

• Select ‘Guide me’ will allow you to complete your compliance using the PCI Portal. 

• Select ‘Expert’ if you do not wish to use the profiling tool which will pre-populate some of your 
PCI requirements. 

• Select ‘Upload’ if you have already completed your compliance for the forthcoming year and wish 
to upload the required documentation. 
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• As you are using the HandPoint Terminal for card present transactions -  please select that you are 
accepting card payments face to face. 

• Please also select the option to indicate that you are accepting payments online. 

• If you handle any payments over the phone, please also select this option. 
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• As you are using the Paysafe.JS system, you can please answer this question as ‘no’. 
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• As you are using the Paysafe.JS payment solution, please select the first question listed above 
and then select ‘next’. 
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• Please enter the URL of your e-commerce store. 

• Then select the ‘+’ icon and select ‘next’ to proceed. 

• Due to the PCI standard upgrade, you are now required to run a non-intrusive scan on your 
website domain. This will not affect the overall status of your compliance. 



SAQ D Composite User Guide

11

• As you are using the Paysafe.JS solution – please select ‘yes’ to the above question to proceed. 
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• As a service provider, Paysfe are required to be complaint for the payment services that are 
provided to you. 

• Paysafe is validated as under Level 1 Service Provider – please select ‘yes’ to the above question. 
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• Due to the PCI Standard change, quarterly scans of your website are now required for some 
merchants. 

• As you are using the Paysafe API solution to process your payments, we are removing this 
requirement to streamline your journey. 

• Due to this, you can answer the above question as ‘no’ and this will remove any scanning 
requirements. 
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• You are now being asked to 
input your payment 
gateway/processer. 

• As you are using the Paysafe 
API solution - please search 
‘Paysafe’ within the search 
box. 

• Select the option as shown 
here and then select ‘next’. 



SAQ D Composite User Guide

15

• As Paysafe are validated under a Level 1 Service Provider – please select ‘yes’ to the 
above question. 
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• As you are using the 
HandPoint/PAX Terminal – 
please select the ‘I use an 
integrated/electronic Point of 
sale (iPOS/ePOS system’ 
within the options shown 
here. 
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• As you are using the HandPoint/PAX device, we know that this is a Point-to-Point 
encrypted terminal. 

• Due to this, please answer this question as ‘yes’. 
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• As you are only using the HandPoint/PAX device, you can answer this question as ‘yes’. 
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• Please answer this question as ‘yes’. 
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• You will now be asked to input your Point-to-Point encrypted terminal. 

• Please type ‘PAX’ within the search bar and select the option as shown here. 
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• Please select the above make and model of your terminal and then select ‘next’. 
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• Due to the security of your payment device, nobody should be allowed to remotely access 
it. 

• Due to this, please answer this question as ‘no’. 
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• If you do not have access to paper receipts or reports that contain the full 
card details of your customers, please select ‘no’ 
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• In order to become 
compliant and maintain 
compliance – you must 
not send, receive, 
transmit or store card 
holder data electronically 
under any 
circumstances. 

• If you store card holder 
data electronically, this 
puts your business and 
your customers data at 
risk to be hacked by 
malicious individuals.

• Both questions shown 
here must be answered 
as ‘no’.  
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• In order to become and 
maintain compliance, you must 
have an Information Security 
Policy in place within your 
business.

•  You can download this 
document via the hyperlink as 
shown.

• You must read, sign and date 
this document.

• If you have any employees who 
process card payments, they 
will also need to do the same. 

• This document must be always 
kept on the business premises 
and reviewed annually. 
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• From March 31st 2025, you will be required to update the password requirements within your business 
to ensure that it is protected from malicious individuals. 

• Anyone who has administrator access to your website will be required to have a password length of 
twelve characters, rather than eight. 

• As this is a future dated requirement, this question will not affect the overall status of your 
compliance. 

• Please answer this question as it applies to your business today. 
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• As you are validating your compliance via the online portal, you can answer the above question as ‘no’. 
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• As you are validating your compliance via the online portal, you can answer the above question as ‘no’. 
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• If Paysafe is your only service provider, then please answer the above question as ‘no. 
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• If you do not have any third party vendors that remotely access the systems within your business, 
please select ‘no’ to the question above. 
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The last stage of profile will ask you to 
provide a summary of how and where you 
handle card payments. 

The main points to cover within each box is 
a summary of the information you have 
previously answered within this section. 

You can include information such as:

• Your payment acceptance method. 

• Who owns the solution you are using. 

• Confirmation that you maintain the 
security of your system via relevant 
security patches. 

• How many employee’s process 
payments on your behalf.
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• Once all steps have been 
completed as listed within this 
guide, you will then be met with 
the following screen. 

• You will see that there are just 
four questions outstanding 
within the Self Assessment 
Questionnaire. 

• Please select ‘manage’ within 
the complete security 
assessment widget in order to 
proceed. 
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• You will see within the ‘sections’ area shown above you will have one question relating 
to ‘protecting account data’ and one question relating to ‘implement strong access 
control measures’ 
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• This question is asking you to 
confirm if you have a data retention 
policy in place that covers all 
locations of your businesses that 
may store sensitive information. 

• If you do not store any sensitive card 
holder information anywhere within 
the business, please answer this 
question as ‘N/A’ and input this as 
the reasoning. 
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• This question is asking you to 
confirm that you do not store the 
CVV/CVV2 code once the 
transaction has been processed. 

• If you do not store this code, then 
please answer this question as ‘yes’, 
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• If you are not storing any card holder 
data within any systems, you can 
answer this question as ‘N/A’ and 
input this as the reasoning. 
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• Once all questions are answered within this section – you can then confirm your compliance 
and complete one final item before becoming validated for the forthcoming year. 

• Please select the ‘confirm your compliance’ section as highlighted in the red box above. 
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• You will need to review the contact information as this will be added to the e-signature of your 
attestation of compliance documentation. 

• Please ensure to fill in all details. 
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• Once you have updated the 
contact information, please 
scroll down and click the button 
as shown. 
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• You will need to review the contact information as this will be added to the e-signature of your 
attestation of compliance documentation. 

• Please ensure to fill in all details. 
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• Once you have updated the 
contact information, please 
scroll down and click the button 
as shown. 
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Once all stages are completed – 
you will then be redirected to this 
screen to advise that you are now 
compliant for the forthcoming 
year. 

If there is anything outstanding 
throughout the year, the PCI 
portal will email you to advise 
that action is required. 
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